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I ntroduction

Only time will tdl if the terrorist atack on the US on 9/11 was a Aone-off @ anomal ous event,
or actually represented a breskthrough in terrorist capability, heralding a potentid ARevolutionin
Terrorism Affairs @ For the United States, it was aterrifying surprise attack, mass murder on an
exponential scae, and a nationd tragedy. While Canadians expressed heartfelt sympathy for our closest
neighbours, for most Canadians it was a >near miss=; we Adodged the bullet@Only 24 Canadians
were killed in the attack on the World Trade Center. The immediate impact on Canada was limited
primarily to looking after thousands of airline passengers stranded when their flights to the US were
cancelled or diverted. There was alonger-term, but temporary economic impact arising from delays a
border crossings and from the grounding of air traffic.? Nevertheless, nearly ayear later, the aftershocks
continue to be felt north of the border. This paper will reflect on the impact of those events and the
subsequent AWar on Terrorism@on Canada and Canadian American security reations. It will
consider fird, the terrorist threat to Canada, and second, the Canadian response to it, Situating both
within the wider context of Canadiant American reaions. The paper will then try to draw some
conclusions about the implications for the Canada- US security and defence rlaionship. It will argue
that short of asustained terrorist campaign within North America, the current War on Terrorism will not



dter that rdaionship in amgor way.
The Terrorist Threat to Canada
On 17 September 2001, the Prime Minigter told the House of Commonsthat: Al am not

aware at this time of a cell known to the police to be operating in Canada with

the intention of carrying out terrorism in Canada or elsewhere.@ He repeated this
view at aLibera Party dinner in October. Coming in the wake of the most costly terrorist attack in
history, againgt our closest neighbour, these remarks seemed - and dill seem - extraordinary. Yet, ina
very red sense his statement reflected not only Canadian perceptions of the post-9/11 Stuation, but so
the Canadian redity, which is an anomaous position of vulnerability and invulnerability. Thisisnot an
unfamiliar position for Canada; throughout the Cold War, it was said that Canada was both
undefendable and unconquerable. The perceived risk to Canada was not that it would amajor target or
theatre of awar between the superpowers, but rather that it would be caught in the crossfire. | believe
this paper will show that Canada=s current position with regard to terrorism is quite Smilar and thus that
the PM=s statement is, at one and the same time, both right and wrong.

The Prime Miniser=s view is probably correct in the sense that no terrorist group, except
possibly d-Qaeda, islikely to target Canada or Canadiansjust for the sake of killing and terrorizing
Canadians. Although Canada has played an active role in the War on Terrorism, it has been a>bit
part=, dl but eclipsed by the higher profile of the United States and Britain. Moreover, OsamaBin
Laden has been quite clear that his dispute is with the US (AThe Great Satan@ and its Middle East
dlies |grad, Saudi Arabia, and Egypt.* Canadamay be astaunch American dly, but it carries very little
weight in the world. So, attacking Canadian targets for their own sake does=t make strategic sense; it
would gain d-Qaeda nothing. Why waste limited resources on abit player, when the main enemy and a
Atarget-rich environment@s Aright next door@?

Which brings us to the part of the PM=s statement which isincorrect. Canadaisat some
degree of risk because we share acommon border (which cannot be made wholly secure), and
because our economies and infrastructures are so closely integrated. So aterrorist threat to the US
could affect Canada indirectly but serioudy. There are a least four terrorist threat scenariosin this



regard. While not inevitable, these are not impossible; the first two have aready happened.

While none of the 9/11 terrorists appear to have entered the US via Canada, dipping instead
through an equaly porous American border bureaucracy directly from Europe and Britain, the US had
every right and reason to cast a nervous eye toward its longest undefended border, because at least one
previous attempted attack did originate here. In December 1999, Ahmed Ressam was arrested trying to
smuggle explosives across the BC/Washington border, en route to bombing Los Angelesairportina
way that would have caused mass casudties (athough not on the scale of 9/11). Ressam had entered
Canadaiillegaly in 1994, using fase documents and dlaiming refugee status. In fact, he had been a
member of the Algerian Idamist GIA terrorist group. Settling among the expatriate Algerian community
in Montreal, he became part of asmall network of Algerian Idamist extremists operating in Canada,
whose efforts were directed toward planning an atack on the US. Canadian immigration was unaware
of histerrorist background and lost track of him. He sustained himsdf on welfare and by petty crime,
while avoiding capture by the palice. In 1998, he travelled to Afghanistan and trained for Sx monthsin
a-Qaeda camps, but the Canadian Security Intelligence Service (CSIS) didn=t know about him. It was
asif Ressam didr=t exist. Only vigilance at the US border - and his attempted escape - led to his
arest.”

Thisis the scenario that worries Americans, and it ought to concern Canadians. The problem is
that Ressam was not alone; even before he surfaced CSIS had acknowledged that most terrorist groups
have a presence in Canada. They engage in propaganda, recruiting, and fund-raisng, more or less
openly. But as the Ressam case shows, some aso have the capabiility to carry out atacks in other
countries and have moved beyond mere talk to planning operations.® CSIS is keeping under
surveillance some fifty groups and Asevera hundred@terrorists and supporters.” As of early 2002 four
al-Qaeda members were being held in Canadian jails on immigration-related charges® Severa other
suspected or aleged members with connections to Canada have been deported to the US, where they
are being detained for questioning, or have been put on tria.? None have been implicated in the 9/11
attacks. Moreover, these numbers are not large and should not be blown out of proportion; they don=t

make Canada a Ahaven for terroristss@ But, Snce 9/11 the extent of a-Qaeda=s globa network of
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Adeeper@dls and its efforts to hide them have become clearer.® So, it is probably prudent to assume
that some others remain undetected in Canada. If there were to be a mass-casudlty attack on the scae
of 9/11 or worse, leaving behind atrail that led back to Canada, there would be very serious
consequences for Canadian- American relaions and for Canadian sovereignty and security. Itisin
Canada=s interest to ensure that never happens.

The second potertia threat to Canadians could arise from attacks on Aenemy@targetsin
Canada. These could include diplomatic ingtalations, personnel, businesses, and tourists from certain
countries, and targets identified as AJewish@" Terrorists have long considered diplomatic missons and
their saffs aslegitimate, high-vaue targets. Since they have to be accessible, it is difficult to provide air-
tight security for them. Several have been attacked in Canada; British trade commissioner James Cross
was the firgt, kidnapped by the FLQ in 1970.* A Turkish diplomat was assassinated in Ottawain 1982,
and the Turkish embassy seized in 1985 An Indian cabinet minister was attacked in BC in 1986.
There are at least eight countries whose diplomeatic offices and representatives probably would be at
high risk of attack by a-Qaeda or smilar groups that operate in Canada: the US, Isradl, Britain, Saudi
Arabia, Egypt, India, Pakistan, and Russa. Between them, they have eight embassies or high
commissions in Ottawa, plus 21 consular offices across the country, together employing severa hundred
persons. Given past experience in Canada and elsawhere, it is not difficult to imagine an attack on any of
these. And it isworth recalling that when the US embassies were bombed in Africain 1998, most of the
hundreds who died were not American diplomats but local innocent bystanders who smply were in the
wrong place at the wrong time. A large bomb attack on aforeign mission here could have the same
effect.

Likewise, foreign business interests could be targeted. As an advanced post-indudtrid G-8
nation, whose economy is Aglobaized@ Canada is host to offices, factories, and sales outlets of many
multi-national corporations. Many mgor American firms have a presence in Canada: the Big Three auto
makers, computer and telecommunications companies; airlines, banks and investment firms; aerospace;
oil companies; petrochemica; and pulp and paper, just to name afew. They employ tens of thousands
of people a hundreds of locations across the country. Since the very nature of busnessimplies



5

openness to customers and others, ther physica security isminima - meant to deter or prevent theft and
vanddism rather than attack. There are not enough police, troops, or private security personnd to
guarantee foolproof 24/7 protection for Canadian, let done foreign, businessesin Canada. It would take
very little effort and skill to mount an attack on one of these Sites, causing damage and casudties - most
of whom would be Canadians. Thefact that it has not happened yet may be the best indicator that the
foreign terrorist presence in Canadais minima, dormant, or at least under control, for the time being.
But we should not assume it will stay that way in perpetuity. If Smilar targets e sewhere are made more
secure and Canadian ones do not follow suit, then the probability of an atack hereislikely to increase.
While we cannot guarantee security while remaining an open society, we owe it to oursdves and to
those we invite to do business here not to let Canada become a Afree-fire zone@Xor terrorists.

The American business presence in Canadais only one dimension of the national >target
profile=. The third terrorism scenario that could have consequences for Canada would be an attack on
shared Critical Infrastructures (Cl). Canada and the US share anumber of CI that are vitd to the
functioning of both countries and their economies. These include energy generation and distribution:
power stations, electricity grids, and natura gas pipdines; Canada exports alot of energy to the US®
The transportation networks are largely integrated and serve both countries. This appliesto raillways,
bridges, the St. Lawrence Seaway, airlines, and air traffic control. Trade between Canada and the US
exceeds $1.9 billion per day; 82% of Canadian exports go to the US.* Findly, thereisthe
telecommunications network, especidly telephone and the Internet, which is vital to commerce for both
countries and flows seamlesdy between them.*” Disruption of any of these, by physica and/or cyber
attack would be cogtly for the economies of both countries. And as the 1998 |ce Storm demonstrated,
the failure of power distribution in winter costs lives.™

The find threet resdes in the Anightmare scenarios@ such as amgor chemicd, biologicd,
radiologica, or nuclear (CBRN) attack on an American city in close proximity to the Canadian border,
for eg., Detroit. While there is no consensus on the likelihood of alarge-scale, mass casualty event in the
near term, it cannot be dismissed out of hand. We know a-Qaeda has attempted to acquire or develop
Wegpons of Mass Destruction (WMD) and that it probably has the financia power to buy them.™ The



9/11 attacks demonstrated a willingness to cause mass casudties (3,005 dead; 6,297 injured). The
previousy assumed prohibition againg terrorists using CBRN has been breached at least three times: by
the nerve gas atack in Tokyo in 1995; by the Chechens= use of aradiologica device in Moscow;” and
by the as-yet unsolved Anthrax attack in the US after 9/11 (which may not have been an d-Qaeda
attack). So, the US and other national governments have to take the possible threat - and thus any
warnings - serioudy. The WMD attack scenario suggested above could have two consequences for
Canada. Firgt, depending on the type and scale of the attack and weather conditions, it is possible that
its lethal effects could spread across the border into Canada, in the form of radioactive fdlout, acloud of
poison gas or biologica toxin, or adeadly epidemic. Thiswould immediately put Canadian lives at risk,
requiring amobilization of responses, including public health and other emergency services, detection
systems, quarantining and decontamination, and mass evacuations, with the attendant disruptions of
normd life, commerce, trangportation, communications, and public services. The second possible
conseguence could be the requirement to receive, house, sustain, and treat American casuaties and
refugees from an attack that does not immediately impact Canadians themsalves. Again, thiswould
require amobilization of Canadian resources, some of which might have to be sent into the USto assist
disaster recovery there.

There is another CBRN attack scenario, which would more directly affect Canada. This posits
an atack on a Canadian nuclear power plant, such as the Pickering station just east of Toronto. An
attack could have two potential objectives and outcomes. The first would be to sabotage the plant,
causing the release of radioactive materid, which would be carried into the US by the prevailing winds.
While this would not cause large numbers of immediate casudties, it would generate panic and force
evacuations in both countries, aswell asimposing a massive and cosily decontamination task. A
second, dternate objective might be to capture a plant, holding it for Aransom@for example, to force
the USto release dl the prisoners held at Camp X-Ray in Cuba. The threat behind the ransom, of
course, would be to sabotage the plant if the demands are not met, with the consequences described
above. Thiswould aso cause panic in Canada=s largest city and probably would put the Canadian

government under alot of pressure to persuade the US to meet the terrorists= demands. Refusal could



result inamgor crissin Canada-US relations.

All of this notwithgtanding, it would be a mistake, not to mention irrepongble, to suggest that
these catastrophic scenarios are elther imminent or inevitable. The same could be said for the two
previous scenarios. The 9/11 attacks notwithstanding, a-Qaeda=s members aren=t >supermen=, and
the War on Terrorism in Afghanistan and e sewhere has dedlt it ablow. The problem isthat we cannot
rule out any of the scenarios with a high degree of confidence, because there are gaps in our knowledge.
There is great uncertainty about d-Qaeda=s resdud capabilities, future plans, and the status of its
resources (people and funding).?* Because of that uncertainty, we must assume that some degree of
threat remains. So, what is Canada doing about it ?

Canadian Counter-Terrorism Efforts

The Canadian response to 9/11 has been multi-faceted, involving military operations, anti-
terrorism legidation, financid resources, border security measures, and police and intelligence activity,
among others. It developed with - for Canada - remarkable speed, dthough not without some confusion
and debate about what to do and how to do it. Moreover, it exposed some glaring wesknessesin
Canada=s preparedness to deal with terrorism at home and to participate in the war againgt it abroad.??
In many respects, Canada has been playing >catch up= since 9/11, and is fortunate that, except for the
military, itsinditutions, plans, and resources have not been truly tested by contact with the enemy. This
portion of the paper will examine the Canadian response in the military, legd, and security domains.

Canada=s military involvement in the War on Terrorism has been the most visible portion of the
response. In October Canada deployed a naval task group, eventualy totaling six ships, to the Arabian
Seato assst American and other codition warships in conducting sea control operations. The nava
contingent, some 2,000 strong, was the largest component of the Canadian military action, code-named
Operation Apoallo. At about the same time, asmal contingent (about 40 personnel) of Joint Task Force
2 - Canada=s anti-terrorist unit - deployed to Afghanigtan to fight dongside American and codition
specia forces againg the Tdiban and d-Qaeda. In November, Canada announced that it would deploy
a battalion battle group of some 750 troops to Afghanistan to fight remnants of the Tdiban and a-
Qaeda. The deployment began in January; the unit became operationd in February and was reinforced



by additiona troops, bringing its strength up to about 900. It conducted a number of joint operations
with US forces over the next several months. 1n May 2002, the Canadian government announced that
the battalion would not be replaced. It completed re-deployment to Canadain Jduly. In addition to these
combat units, the Canadian Forces aso deployed three transport aircraft to support CF operationsin
the theatre. A reduced naval and air transport presence remainsin place for the time being.”

Given the Sze of Canada=s regular forces, this was a subgtantid commitment in numerica terms.
Moreover, individualy and as formed units, the deployed forces appear to have performed well. But,
the deployment also laid bare dl of the weaknesses of the Canadian Forces, eg: low state of readiness,
insufficient personndl, inadequate equipment and logigtical support, and lack of strategic mohility. Given
itssmal sze and on-going operations el sewhere, deploying asingle battalion group (less than 1,000
personnel) to Afghanistan stressed the army to the limit.2* Far from being the AFirgt in, first out@that the
former Minister of Nationa Defence had once advocated, the Canadian troops were among the last to
arrive, some four months after the American forces. Barely four months later the government announced
that they would not be replaced. Though the troops had seen relatively little action, the operation could
not be sustained beyond a six-month tour. While this confirmed everything thet parliamentary
committees and external critics had said about the State of the Canadian Forces, it dso said agreet ded
about the priorities of the Canadian government. Maintaining Canada=s peacekeeping operations comes
firgt; the War on Terrorism is clearly a second-tier priority.

By comparison with the army deployment, the nava contribution was disproportionately large.

Y et, while it has conducted hundreds of boarding operations and searchesin the Arabian Gulf, the navy
has captured only two suspected terrorists in nine months on station.®® This raises serious questions as to
whether the nava contingent was fulfilling a necessary purpose. Was there genuine evidence that many
al-Qaeda operatives were fleaing Afghanistan by sea ? Wasthere ared thresat that a-Qaeda might
attack the US fleet at sea? And if so, could the US Navy not ded with these problemsitsaf ? Or were
these scenarios advanced smply to give some operationa validity to a deployment which was largely
symbalic, to show solidarity with the US? If its purpose was symboalic, then six ships seemslike
>overkill=; one or two would have sufficed. It may be fair to conclude that the nava deployment



reflected a >capabilities-driven= (rather than a threat-driven) strategic decison. More than any other
element of the Canadian Forces, the navy is interoperable with its American counterpart, and sails
regularly with American carrier battle groups?® Whether or not there was a threat that Canada=s navy
could counter, it was areadily deployable capability, eadly integrated into American forces and their
operations.

On thelegd front, parliament passed omnibus anti-terrorism legidation (Bill C-36), which
became law on 24 December 2001 (certain provisions were not enacted until 2002). Work on some
agpects of this hill actually had begun before 9/11, as part of along-term plan to update older legidation.
So the 9/11 attacks gave momentum to a process that already was underway. Bill C-36 amended the
Criminal Code, the Official Secrets Act (which was changed to the Security of Information Act), the
Canadian Security Intelligence Service Act, the Canada Evidence Act, the National Defence Act,
the Proceeds of Crime (Money Laundering) Act and a number of other extant acts of parliament in the
areas of public security and human rights. With the proclamation of Bill C-36 into law, Canada aso
ratified two internationd law conventions: the Suppression of Terrorist Financing Convention, and
the Suppression of Terrorist Bombings Convention. In practicd terms, the new legidation dlowsthe
government to designate certain groups as terrorist groups, making leadership of, participation in or
assistanceto the group illegal. Knowingly collecting or providing funds, directly or indirectly, in order to
carry out terrorist actions, was also made illegd. Groups that support terrorism and related activities will
not be able to claim tax-exempt charitable satus. Police are given additional legd powers and processes
to investigate and prosecute terrorist financing activity. Property and other assets belonging to terrorist
groups can be seized and forfeited. In addition, harbouring or concedling a terrorist becomes a crime.
Thelaw givesthe police the power to conduct Apreventive arrest@of persons believed to be about to
commit aterrorist act, and lifts some restrictions on eectronic surveillance of terrorist groups. It clarifies
the powers of the Communications Security Establishment (CSE) - the SIGINT agency - to gather
foreign intelligence on terrorist groups that might attack Canada or Canadian interests, and alows CSE
to undertake security measures to protect government computer networks from terrorist activity. It dso

dlows the authorities to delete hate propaganda from websites and to prosecute those who damage
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religious property. Certain kinds of evidence, based on classified information, will be protected from
open courtroom disclosure if its exposure would jeopardize intelligence operations. The law creates new
offences for intelligence-gathering by terrorists and for attempting to enter or sabotage critica
infrastructures®’ In short, Bill C-36 was a comprehensive package of anti-terrorism lega messures.

But controversy swirled around the bill, as politicians, lawyers, and human rights activiss
questioned both its necessity and itsimplications for civil liberties®® Given that the Prime Minister
himsaf had suggested that Canada faced no direct terrorist threst, it was not hard for criticsto query the
need for such legidation. By Spring 2002, the pendulum had swung far enough that the government was
forced to withdraw a companion piece of legidation, Bill C-42, and replaced it with Bill C-55, the
Public Safety Act, which was seen as less repressive.”

At ardatively early stage the government began to dlocate additiond funding for defence,
internal and border security. The first step, announced in October 2001, was to add $ 250 million to
the current (2001-2) budget for border and airport security and immigration control.* The second step
was amuch larger spending program, contained in the 2001 Budget (for FY 2002-3), tabled in the
House of Commonsin December. Significantly, the budget was titled, ASecuring Progressin an
Uncertain World: Enhancing Security for Canadians@ The budget promised $ 7.7 billion in spending
over afive-year period to support Canada=srole in the War on Terrorism and to enhance Canadian
internd and border security. Specific dlocations included: $ 1.6 billion to deploy more police and CSIS
intelligence officers, to improve coordination and information-sharing among police, intdligence, and
security agencies, and to strengthen the role of the Financia Transactions and Reports Andysis Centre
(FINTRAC) in diminating terrorist group financing; $ 1 hillion to improve screening of vistors,
immigrants, and refugee clamants; $ 1.6 billion for Canadian Forces operations againg terrorism
oversess, aswdll as to double the strength of JTF2, to improve Canada=s capacity to respond to
CBRN threats, and to protect Canadian Cl; $ 2.2 billion for air travel security, including the creation of
anew federd air security agency, amed undercover palice officers on flights, >dtate- of-the-art=
explogves detection equipment and improved training for baggage screeners, more police a airports,
and securing arcraft cockpit doors; and findly, $ 1.2 billion for border security, including new
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technology and the creetion of Integrated Border Enforcement Teams (IBETS). The Finance Minister
clamed that the main god of the budget was Ato keep Canadians safe, keep terrorists out and keep our
borders open. @'

Looking closdly at the budget, critics suggested that in their view it did not commit the
government to along-term program to refinance defence.® Their fears were confirmed when the Prime
Minister said later that if the military needed more money, it would have to Aget in line@™ In fact,
keeping the border open for trade was probably the government=s highest priority, since the Canadian
economy is so dependent on cross-border trade. A more restricted border/trade regime would impact
the Canadian economy far more severdly than its US counterpart. Thus, it was essentid to dleviate any
American concerns about the supposedly Aporous@border and Canada=salegedly
Alax@mmigration/refugee policies® In this regard, it is hardly surprising that border security was
featured more prominently than defence in the budget and in initiatives that followed.

Efforts to make the border more secure actualy pre-date 9/11 by alarge margin. For example,
the Bilaterd Consultative Group on Counter-Terrorism was established in 1988, and a cross-border
crime forum in 1997. These involve representatives from the many law enforcement, security, and
intelligence agencies of both countries, and their work supplements and enhances long-standing
cooperétive efforts. The Canada-U.S. Partnership Forum was created in 1999 to promote high-leve
didogue with aview to sreamlining and harmonizing border policies, increasing efficienciesin cusoms,
immigration, and related activities, and collaborating on thrests outside Canada and the US.®

All of these efforts were given extra emphasis in the period immediately following the atacks. On
12 December 2001, then-Minigter of Foreign Affairs John Manley and Homeland Security Director Tom
Ridge sgned The Canada-US Smart Border Declaration. The broad intention of the Declaration was
to collaborate in identifying and prevent security threats before they reach North America, while
fadilitating the flow of regular travel and trade. Simultaneoudy, the two governments announced ajoint
30-point Action Plan to implement the Declaration. More than adozen initiativesin the immigration
field included: the development of biometric identifiers for travel documents and fraud-res stant
permanent resident cards; areview of refugee/asylum practices and procedures to ensure thorough
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screening for security risks; limiting access of asylum-seekers; coordinating visa policies, including watch
lists and exemptions; sharing advance airline passenger information; and increasing the number of
immigration officers overseas. Cooperation on these issues would be facilitated through the joint
ABorder Vison@process that began in 1997 to develop aregiona gpproach to immigration through
policy co-ordination, intelligence-sharing and joint overseas operations. Border Vison=s Working Group
on Intelligence and Enforcement is supposed to achieve ajoint inteligence-led approach to deterring,
detecting, and preventing explaitation of illegal immigration by organized crime and terrorists®

Security initiatives included: reinvigorating exiging joint efforts, such as Project Northdtar, to
improve cross-border coordination of law enforcement efforts through information sharing, networking,
training, and planning; establishing an integrated intelligence effort (eg., joint anays g/dissemination teams
and threat assessments); improved sharing of fingerprint data; addressing the legd and operationd
problems arising from joint deportation actions; and expanding the IBETS, which had existed as a pilot
program for severa years before being formalized in October 2001. IBETS and their marine equivaent
(IMETs) are drawn from state, provincid and loca police forces and the RCMP, the customs and
immigration services, the US Border Patrol, and related agencies. They conduct joint patrols and
operations and share intelligence, a process that has shown considerable promise in countering cross-
border smuggling and drug trafficking. The Action Plan anticipates extending the areas covered by the
IBET/ IMETS, particularly dong the Montreal-Windsor border corridor. In April 2002, the RCMP=s
Customs and Excise branch became the Canadian >lead agency= for the expanded program.*’

For CSIS, the 9/11 attacks came at time when it was just beginning to rebuild its strength after
severd years of budget cuts and staff reductions of about 25% over some six years. Even before the
attacks counter-terrorism was its top priority, but it did not have the resources to cover dl potentid
threats. After 9/11, even more resources were diverted from other programs to the counter-terrorism
task. The budget will dlow CSISto increase its strength by about 30%, but over afive-year period
(whichis, inany case, the amount of timeit takesto train and develop a new intelligence officer). In the
interim, it will have no >surge= capacity, and will have to continue to >manage risk=, by alocating

resources to certain priorities while downgrading others and by relying on cooperation with other
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agencies, such asthe RCMP, customs, and immigration bodies. The Anti-Terrorism Act widens the
range of terrorist-related activities that CSIS can investigate, and gives it additional powersto do s0.%
But, redigticdly, it can never make Canada risk-free.

Findly, Canadais making a substantid effort to improve Critica Infrastructure Protection. In fact,
following the US lead, and spurred by the Y 2K problem, it had begun to do so before 9/11. The
government established the Office of Critical Infrastructure Protection and Emergency Preparedness
(OCIPEP) in February 2001, and has expanded its budget and strength considerably since. That said,
OCIPEP has alimited remit; just asin the US, most of Canada=s Cl resides outside the jurisdiction of
the federal government, in the provincia, municipa, and private sectors. So OCIPEP=s role outside of
government is likely to be limited to drafting nationd policies and standards for >best practices=, advisng
other levels of government, and stimulating and facilitating projects and cooperation between the public
and private sector stakeholders. But it will be up to the latter to secure the CI themselves, and how much
they do will depend on their priorities®
Implications for Canada-US Security Relations

As the foregoing suggests, Canada has alot a stake - and much moreto lose - initsrelaionship
with the United States, particularly in its economic dimensons. It is an unequd reationship, in economic
and military terms, between a superpower and aminor power. This asymmetry means that Canada has to
sruggle to make its voice heard in Washington, et doneto widd any influence there. Thus, it is hardly
surprising that Canada quickly rdlied to the defence of its neighbour and of their shared continent. It
committed modest military power, legd, financia and other resources to the War on Terrorism, a home
and abroad. But, what are the implications of this for the Canada- US security relationship?

In their article on Canada and Homeand Security, Michd Fortmann and David Haglund observe
correctly that the Canada- US defence and security relationship was dready changing when the 9/11
attacks occurred. Increasingly, that relationship was focusing on continenta security. They go on to argue
that the AKingston Dispensation@- the idea (originaly advanced by President Roosevelt and affirmed by
Prime Minister Mackenzie King in 1938 ) that the two countries would not pose thrests to each other
and would come to each other=s defence - is dtill valid. Indeed, 9/11 gives Canada- US defence and
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security cooperation greater salience than it has had since the early years of the Cold War.*® Jack
Granastein concurs, drawing not only on the long history of defence cooperation, but aso the more
recent trend toward force interoperability, and the issues raised by the US continenta defence programs:
Nationd Missle Defence (NMD) and Northern Command. In light of dl this, he says, ACanada must
cooperate militarily as fully as possible with the United States. @The only question is how much.**

The logic of these arguments may be unassailable, but defence and security are politica issues,
and in politics pure logic rarely prevails. Instead, attitudes, interests, and perceptions are likely to be
more influentid. Memories of 9/11 are dready beginning to fade - at least in Canada and Europe - and
as they do, >traditiona= issues, attitudes, and concerns, such as health care and the economy, are
regaining center stage. The withdrawa of Bill C-42 and the Prime Minister=s casud dismissal of extra
funding for the armed forces are good indications that the political mood has shifted away from security
concerns. Short of another catastrophic attack in the US or amore sustained terrorist campaign there
(including attacks originating in or affecting Canada), the surge of support for defence and security so
apparent in Fall 2001 seems destined to be an anomaly.**  Part of the problem may be that while
defence pecidists and some paliticians ingtinctively recognize the link between foreign and defence
palicy,* the benefits of such alink are not necessarily obvious to the public. In the context of the War
on Terrorism, sending a Canadian battdion to fight dongsde American troops in Afghanistan did not
prevent the US from imposing duties on Canadian softwood lumber, risking the destruction of an industry
and the loss of thousands of Canadian jobs.** And - to add insult to injury - that after an American pilot
had killed four Canadian soldiers in a>friendly-fire= incident in Afghanistan. With these eventsin mind,
Canadians could be forgiven for thinking, AWith friends like this, who needs enemies?@”

If theforegoing is correct, it may be reasonable to conclude that Canadian- American defence
and security reaionswill remain substantialy unchanged by the War on Terrorism. The long-standing
trend toward closer collaboration between the armed forces of both countries will continue. But so long
as the current government staysin power - and, in light of the weakness of opposition parties, it seems
destined to be there for a considerable period - there will not be a dramétic reversd of the deterioration
of the Canadian Forces. The best that can be hoped for is that the erosion of its capabilities can be
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dowed or stopped. In the meantime, as the American military continues to evolve into aforce shaped by
the >Revolution in Military Affairs=, the gap between the Canadian and American forces seems likely to
widen.* Thiswill tend to counteract the trend toward interoperability and will limit the utility of the
Canadian Forcesin joint operations.

So, while Canada may wish to have some say in defining the misson of US Northern Command, if only
to ensure that it does not infringe Canadian sovereignty, it will have little to offer in return and is unlikely
to gain a seat at the table.”’

Nor will Canada surrender control of its side of the border or of ports of entry. A shared North
American security perimeter might make sense from practical standpoint, but again, short of amajor
ongoing terrorist threet, the sovereignty >optics= are unsellable, even if they are oversated. Clearly, joint
border patrols and information sharing are now accepted practice. But, that is along way from posting
American customs and immigration officers dongsde their Canadian counter- parts, looking over their
shoulders and vetting dl arrivals. The most the US can expect - indeed, what it hastheright to expect -
isthat Canadawill exercise >due diligence= within its own territory and jurisdictions to ensure thet its
border contrals, refugee, immigration, and other policies and procedures limit as much asis reasonably
possible the ability of terrorigtsto infiltrate Canada and to use it as abase for atacks againgt the US. Itis
in Canada=s interest that it do o, for an attack on the US originating here would violate the AKingston
Dispensation@and could cregte irresistible pressures for greater American influence - or control - over
Canadian internd security. The 2001 budget gives some reason for optimism in this regard, but the proof
will bein its application over the long term. In the absence of adirect threat, it may be difficult for any
government to sustain asignificant financia commitment to increased security in the face of pressuresto
gpend more in other equally vita sectors. Likewise, lacking jurisdiction over most of Canada=s Cl, the
federd government will be able to do little more than cgole the owners and operators to increase
Security.

That will mean, first, changing attitudes toward thrests and security, and then increasing sandards and
procedures to match.*® That may be hard to do without a Aclear and present danger@ However, those

Cl whose products serve the US market may seeit in their own business interest to take the security
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issue serioudy.
The 9/11 attacks may come to be seen in retrospect either as the start of a ARevolutionin
Terrorism Affars@or merdly as atragic anomay that was never replicated on asmilar scale. What is
clear at this point (August 2001) isthat they have not yet >revolutionized= Canadian- American defence

and security relations.

Endnotes

1. The author has addressed thisissuein severd (unpublished) lectures, eg: ATerrorism and Counter-
Terrorism in aNew Century@ address to Command and Staff Course 28, Canadian Forces College,
Toronto, 10 December 2001; and in testimony to parliament: ATerrorism in aNew Century: A
Perspective in Light of the Attacks on 11 September@testimony to House of Commons, Standing
Committee on Nationa Defence and Veterans Affairs, Minutes of Proceedings and Evidence, 1
November 2001.

2. Michad Staples, AAir Traffic Grounded@ The Daily Gleaner, 12 September 2001; AUS Under
Attack - Canadian Casualties, Updated Wed. Oct. 31", 31 October 2001, at: www.cbc.ca/news/
indepth/usattacked/cdncasuaties.html; ANotes for an Address by the Honourable John Manley ... to the
CanAm Border Trade Alliance@ Ottawa, Department of Foreign Affairs and Internationd Trade, 6 May
2002, found at: www.dfait-maeci.gc.ca




17

3. Canada, 37" Parliament, 1% Session, House of Commons, debates, 17 September 2001.

4.Rohan Gunaratna, Inside al-Qaeda: Global Network of Terror (New Y ork: Columbia University
Press, 2002), pp. 1, 42, 44, 87-91.

5. Ibid., pp. 110-111.

6. Canadian Secuirity Intelligence Service, Perspectives. Report 2000/4

International Terrorism: The Threat to Canada, 3 May 2000, www.csis-
scrs.gc.ca/eng/miscdocs/200004_e.html

7. Remarks by W.P.D. Elcock, Director of the Canadian Security Intelligence Service, to the House of
Commons Sub-committee on Nationa Security, 27 May 2002. In his testimony to the sub-
committee, Elcock was at pains to point out that the exact number of terrorist -
related CSIS targets fluctuates over time and is, in any case, quite small.

8. Presentation by a CSIS officid to an academic conference in March 2002.

9. These include, among others: Nabil a-Marabh, anillega immigrant to Canada, who was arrested in
Chicago in September 2001and was charged in June 2002 with use of false documents to enter the US;
Mokhtar Haouri, aMontreal store owner, convicted in January 2002 as co-congpirator in the Ressam
bomb plot; and Mohamed Mansour Jabarah, a Kuwait-born Canadian from the St. Catharines area,
who was arrested in Oman in June 2002 and isin detention in the US. He has confessed to being part of
aplot to blow up the US embassy in Singapore.

10. Gunaratna, pp. 58-59, 76-80, and chapters 3 and 4.

11. In November 2001, court documents reveded that Samir Ait Mohamed, who was being held in
custody in Vancouver, had discussed with Ahmed Ressam in 1999 plans to place bombsin two Jewish
neighbourhoods in Montreal: CBC news reports, 30 November 2001.

12. David A. Charters, AThe Amateur Revolutionaries. A Reassessment of the FLQ@ Terrorismand
Political Violence, vol. 9, no. 1 (Spring 1997), pp. 141, 146, 154, 156-57.

13. David A. Charters, AA Digtant Mirror: Armenian Terrorism in Canada: 1982-85" in Centre for
Conflict Studies, The Terrorism Scoreboard: A Study of the Conditions for Success or Failure of
Terrorismin Three Canadian Cases, unpublished study for the Nationa Security Coordination Centre,
Solicitor General Canada, 1992, pp. 53-55.

14. Richard Cleroux, Official Secrets. The Sory Behind the Canadian Security Intelligence Service
(Toronto: McGraw Hill, 1990), pp. 167-68.



18

15. For eg., in 2001 Hydro Quebec provided 4,430 MW of power to New Y ork State and New
England (mostly in peak summer months). Seec Hydro Quebec - Transenergie AOur Transmisson
System@ 15 April 2002, at www.hydr oguebec.com/transenergie All of Canada=s eectricity
providers belong to the North American Electricity Reliability Council, and operate in three cross-border
control areas that oversee system security and bulk energy transfers between the provinces and statesin
those areas. Canadais aso the US= largest supplier of crude and refined petroleum products, naturdl
gas, and uranium: detailsin Canada, Department of Foreign Affairs and Inter- nationd Trade, ACanada
and the United States: A Strong Partnership@ at www.dfait-maeci.ge.ca

16. Canada, DFAIT, ATrade Negotiations and Agreements B Canada=s International Market Access
Priorities, 2002 Report@ at www.dfait-maeci.gc.ca/tna-nac/2002/4-e.asp Some two million jobson
each sde of the border depend on cross-border trade.

17. David A. Charters, Canadian Critical Infrastructure Security: A Pilot Study, conducted for the
Nationa Security Directorate, Solicitor General Canada, 31 August 1999, p. 14.

18. For a description of the impact of the Ice Storm on Cl and the resulting fatdities, see: Ibid., pp. 3-4.
19. Gunaratna, pp. 11, 36, 49, 60-69, 93.

20. John Arquillaand Theodore Karask, AChechnya: A Glimpse of Future Conflict?@ Studiesin
Conflict and Terrorism, vol. 22, no. 3 (July-September 1999), p. 222.

21. There is some debate about the resdud threat from a-Qaeda. The FBI assertsthat it may have been
reduced to no more than 200 operatives world-wide (report in Palm Beach Post, 30 July 2002, cited in
Daily Defense News listserve, periscopenews.ucg.com.). However, Gunaratna, pp. 8, 54-55, believes
that al-Qaedais capable of regenerating its depleted ranks from the thousands of members of related
groups who trained in its camps and who are now dispersed around the world.

22. Prior to 9/11 there had not been a cabinet-level committee on foreign affairs, defence, or security for
many years. Then Foreign Affairs Minister John Manley acknowledged shortly after 9/11 that there was
no single person in government responsible for nationa security. An ad hoc cabinet committee on
security was created in October 2001 under Manley=s leadership.

23. ACanadian Soldiersto Join U.S.-led Caodition in Afghanisan@ CBC news report, 15 November
2001; Aln the Terrorism Crunch, Canada has JTF2", CBC news report, 6 December 2001; Canada,
Department of Nationd Defence, ATranscript, Briefing, January 7, 2002" [by Minister of Nationd
Defence and Chief of Defence Staff, announcing deployment to Afghanistan]; DND, newsrelease,
AThe Canadian Forces Contribution to the International Campaign Againg Terrorism@ 7 January 2001;
DND, ATranscript, Briefing, 21 March 2002"; DND, news release, ACanadian Troops to Return from
Afghanigan@ 21 May 2002; DND news release, ACanadian Forces Sustains Tacticd Alirlift



19

Contribution to the Campaign Againgt Terrorism@ 24 July 2002.

24. Canada, House of Commons, Standing Committee on National Defence and Veterans Affairs,
Facing Our Responsibilities: The State of Readiness of the Canadian Forces (Ottawa, May 2002),
pp. 23-26, 38-39, 47-54. See aso: Canada, Senate, Canadian Security and Military Preparedness:
Report of the Sanding Senate Committee on National Security and Defence (Ottawa, February
2002), pp. 22-26, 31-33, 85-88; and >Pierre Jones= (pseud.), ATowards an Expeditionary Army@ 31
July 2002, in email from Alain Pdllerin, Director, Canadian Defence Association to Jack Granatstein,
forwarded 5 August 2002.

25. ACdn. Warship Captures Feeing a-Qaeda Suspects@ CTV News, 16 July 2002.

26. The case for shifting from threat-based to capabilities-based strategic planning is made in: Vice-
Admird G. L. Garnett, Vice Chief of Defence Staff, and Mgor-Generd K. R. Pennie, Director Generd
Strategic Planning, Strategic Capability Planning for the Canadian Forces (Ottawa: DND, 13 June
2000). It isinherent to US force planning and interoperability with US forcesis centra to Canadian force
development. On the navy=s pursuit of this, see dso: Facing Our Responsibilities, pp. 26-28, 54,
Commander (ret=d.) Peter T. Haydon, AWhat Naval Capabilities Does Canada Need?@ Canadian
Military Journal [CMJ], vol. 2, no. 1 (Spring 2001), p. 22; Commander R. K. Taylor, A2020 Vison:
Canadian forces Operational-Level Doctrine, CMJ, 2/3 (Autumn 2001), pp. 37, 39; and J. L.
Granatstein, AA Friendly Agreement in Advance: Canada-US Defense Relations Past, Present, and
Future@ The Border Papers. C.D. Howe Institute Commentary no. 166 (Toronto: C.D. Howe
Institute, June 2002), p. 7, at www.ccs21.org

27. Canada, 1st Session, 37" Parliament, House of Commons, Bill C-36, As passed by the House of
Commons, 28 November 2001; Canada, Department of Justice, news release, AAnti-terrorism
Legidation Comes into Force@ Ottawa, 24 December 2001.

28. See, for eg., critica comments on the bill in: CBC, AThe Nationd, Transcripts@ 20 November
2001, at: www.cbce.ca/national/transg/T011120.html

29. CBC News, AOppostion Says Second Anti- Terrorism Bill Degply Hawed@ 29 November 2001;
CBC News, ANew Anti- Terror Bill Limits Power to Declare Military Zones@ 30 April 2002 Details of
Bill C-55 can be found in: Government of Canada Press Release, APublic Safety Act, 2002 Improves
Legidative Framework to Fight Terrorism and Protect Public Safety@ 29 April 2002.

30. AOttawato spend $250M on New Security Measures@ CBC news report, 10 October 2001.

31. Canada, Department of Finance, Budget 2001: Securing Progressin an Uncertain World -
Enhancing Security for Canadians (Ottawa, 2001), pp. 4-8. FINTRAC began work in October
2001. The Budget increased the financia resources of CSIS by about 25%: CSIS, 2001 Public Report



20

(Ottawa, 2002), pp. 17-19.

32. Conference of Defence Associaions, AAn Anaysis of the Federal Budget@ 16 December 2001,
circulated by email, 17 December 2001. See dso, James B. Davies and Ken Boessenkool, AGame
Theory and Military Preparedness@ National Post, 19 December 2001.

33. Robert Fife, ANo More Money for Defence@ National Post, 19 March 2002.

34. Christopher Sands, Canada and the War on Terrorism: The U.S. Challenge on the North
American Front, Canada Focus, val. 2, issue 3 (Washington, DC: Center for Strategic and
Internationa Studies, October 2001), at: www.csis.or g/americas/canada/focus/Focus/0110.htm

35. See, for eg., Canada-U.S. Partnership Forum, Building a Border for the 21% Century CUSP
Forum Report (Ottawa: DFAIT, December 2000).

36. Canada, Consulate of Canada, Sesttle, Canada-U.S Immigration Cooperation (2002).

37. Canada, DFAIT, ACanada-U.S. Cross Border Crime and Security Cooperation@at: www.dfait-
maeci.qgc.ca ; Joanna Kerr, ASeamless Policing: Integrated Border Enforcement Teams Bresk Down
the Barriers@ RCMP Gazette, vol. 64, no. 1 (2002), pp. 5-6.

38. CSIS personne strength will increase from 2,091 in FY 2000-01 to 2,380 in FY 2006-7. On this
and CSIS commitments, see: CSIS, 2001 Public Report, p. i-ii, 6-7, 17-19.

39. See David Charters, The Future of Canadian Defence and Security Policy: Critical
Infrastructure Protection and DND Policy and Strategy, paper published by the Council for
Canadian Security in the 21% Century, at: www.ccs21.org/ccspapers/papers/charters-CSDP.htm

40. Dr. Michd Fortmann and Dr. David Haglund, ACanada and the I ssue of Homeland Security: Does
the >Kingston Dispensatior Still Hold?@ CMJ 3/1 (Spring 2002), p. 17.

41. Granagtein, pp. 1-7, 13.

42. An Ipsos-Reid Poll released 21 September 2001 showed that 73% of Canadian felt that Canada
should join the US War on Terrorism, dthough that number fell to 54% when the risk of terrorist
retdiation in Canada was factored in. Polls over the next few weeks showed over- wheming support
for ajoint security perimeter and mgority support for giving police and security agencies more power to
suppress terrorism. But by December, opinion had shifted dramatically, with 86% saying the
government should continue with its pre-9/11 agenda. 82% favoured more spending on hedth care,
while only 16% wanted increased spending on security. By the end of that month, in the wake of the
budget, 66% felt that Canada had done enough to support the US War on Terrorism, but only 28% felt



21

that the government had allocated sufficient funds to properly equip the armed forces.  See www.ipsos-
reid.com

43. See: Facing Our Responsihilities, p. 17.
44. CBC news, AOttawa Launches Campaign to Fight U.S. Trade Measures@ 28 May 2002.

45. Fortunatdly, amgority did not think that way. 1psos-Reid reported in April 2002 that while 44% of
Canadians were very angry with the US over the incident, only 29% felt Canada should withdraw its
troops in responsetoit.

46. On the implications of the RMA for the Canadian Forces, see Andrew Richter, The Revolution in
Military Affairs and Its Impact on Canada: The Challenge and the Consequences. Working
Paper no. 28 (Vancouver, BC: UBC, Indtitute of Internationa Relations, March 1998); and Dr. Elinor
Sloan, ACanada and the Revolution in Military Affairs. Current Response and Future Opportunities@
CMJ /3 (Autumn 2000), pp. 7-14.

47. Granatgtein, pp. 11-13.

48. For eg., In the wake of 9/11, the Canadian Nuclear Safety Commission ingtructed al mgor nuclear
fadilities to initiate enhanced security measures, including a cgpability to mount an immediate armed
response on ste. See: Canadian Nuclear Safety Commission, Backgrounder: CNSC Action on
Nuclear Security Post September 11, 2001, CNSC Media Center, 19 November 2001. It has been
suggested that more recently the CNSC has informed nuclear power plants that they must be able to
repel an attack by a minimum of four persons armed with automatic wegpons. Whether that minimaist
scenario for an attack isredidtic - in light of the innovative character of the 9/11 attacks - is open to
question.



